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AA
dvocates of Information Warfare (IW) talk of a new Revolution in Military Affairs (RMA) that will make current modes of
operating and weapons obsolete. In America Andrew Marshall, head of Net Assessment, criticises spending on so-
called ‘sunset systems,’2 such as aircraft carriers, tanks and even F-22s’. Modern warfare has become a conflict of
‘systems.’ Digital networks allow the rapid interchange of data between individual points, around nets, between nets,

across the world almost instantaneously and in great volume. In this dynamic systemic environment the effectiveness of
violence has been blunted, not because killing the enemy has become any less of a necessity, but because an iron bomb will
not easily damage or kill the system or network that guides and directs the energy of a military force. In order to win, and win
quickly, pure physical destruction of the enemy is unrealistic and unnecessary. New weapons and new ways of utilising existing
weapons are required under new concepts of operations in order to deliver the requisite shock and paralysis to enemy systems
to achieve military and political aims.

“War between mass armies weighed down with baroque equipment they cannot use properly has become an established third
world sport. The advanced world, too vulnerable to survive a war of attrition or mass destruction, must learn to conduct its
affairs by the rapier – by the threat or use of small specialised forces exploiting high tempo and strategic surprise.”1
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