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hese two quotations highlight the symbiotic nature of the relationship between intelligence, deception and the conduct of
warfare. The selection of the words of Sun Tzu, in addition to being brief, highlights the all-embracing span of these
concepts over time, geography and cultures. The inclusion of any one of a myriad of examples from the Bible would,

arguably, extend the compass of the subject to include religion into the whole.

The trinity of deception, intelligence and the use of force is, however, not totally pervasive. There has been a segment of British
history in which the acquisition of knowledge of the enemy’s intention – spying – has been considered to have been positively
ungentlemanly.  And the whole concept of trying to trick an opponent was just not the sort of thing that could be mentioned in
polite society – or even to one’s troops or servants. In his comments on the role of deception in a historical context, Handel
points out that societies with fixed notions of chivalry were loath to embrace these tactics in marked contrast to their less
learned or enlightened opponents.3 The reverse, however, was not necessarily true. Beyond the cultural dimension, military
planners have often had recourse to deception operations when they have not had the overwhelming strength necessary to
bludgeon their foes into submission, or to coerce them without fighting. In the Palestine Campaigns of World War I, General
Allenby did not have the assets for a major confrontation with overwhelming force and therefore had recourse to ‘cunning’.
Deception operations have, for this reason always been part of Soviet doctrine given the length of their potential front. This
remains important today in that the disciples of Soviet doctrine, such as Iraq and Serbia, still adhere to its tenets. It is worth
adding, that deception operations are of more limited value in small-scale conflicts where the costs in blood and treasure are
limited in proportion.

All the business of war; and indeed all the business of life, is to endeavour to find out
what you don’t know from what you do; that is what I called guessing at what was at
the other side of the hill. The Duke of Wellington 1

All warfare is based on Deception Sun Tzu 2



The lessons of the Napoleonic era convinced both Jomini and Clausewitz
that decisive victories could only be achieved with maximum concentration
of force; deception operations therefore removed assets from where they
were most needed.4 Clausewitz had the following to say:
‘To prepare a sham action with sufficient thoroughness to impress an
enemy requires a considerable expenditure of time and effort, and the costs
increase with the scale of the deception. Normally they call for more than
can be spared, and consequently so-called strategic feints rarely have the
desired effect. It is dangerous, in fact, to use substantial forces over any
length of time merely to create an illusion; there is always the risk that

nothing will be gained and that the troops deployed will not be available when they are really needed.’5

‘The textbooks agree, of course, that we should only believe reliable intelligence, and should never cease to be suspicious,
but what is the use of such feeble maxims?…Many intelligence reports in war are contradictory; even more are false, and
most are uncertain.’6

A combination of the influence of Clausewitz and Jomini, the changing nature of warfare and an unhealthy dose of chivalry left
deception operations in abeyance, certainly through much of the First World War. After the initial combat of 1914, the static
front line gave little scope for intelligence scoops or innovative deception operations. The need for a wire-cutting artillery barrage
of several days’ duration telegraphed the impending offensive; the scale of the ensuing conflict ensured that attrition was the
order of the day and seemingly mutual exhaustion the likely result – at least until 1918 when it became increasingly evident that
the German war machine was the more depleted.7 Critically, the advent of air power contributed to the revitalisation of
intelligence capabilities with the growth of reconnaissance (visual and later photographic). The corresponding need to shield
one’s activities from prying eyes in the third dimension led to the need for control of the air on at least a local level, and if
necessary, over a designated time period. It also led to a resurrection of deception techniques, albeit at a basic tactical level
with the use of camouflage techniques and decoys.
Far greater use was made of deception operations during the Second World War with Operation Fortitude as the most
frequently cited example – this involved reinforcing the German perception that the Allied invasion would come to the 

…the advent of air power contributed to the revitalisation of
intelligence capabilities with the growth of reconnaissance
(visual and later photographic)

70



Pas de Calais area of France. But as Handel points out, the germs of many of the ideas and techniques were tried and
tested by Wavell when he was on Allenby’s staff in the Palestine Campaigns.8 The strategic level deception was designed to
convince the Turks that a major invasion was planned for Northern Syria in the hope that they would be duped into tying down
a significant counter force. It failed when reconnaissance showed the Turks that no such force existed – as foreshadowed by
Clausewitz’s warning that substantial assets would be required for a worthwhile ruse. The operational level deception plan
succeeded, contributing considerably to the overall success of the offensive. Allenby sought to convince the Turks that the real
offensive was merely a diversionary activity; it worked, not least because it was coincident with the Turks’ own assessments.
Finally, at the tactical level, techniques that were to be become the stuff of legend in World War II (including ‘the man that never
was’) were first used. These featured such ploys as the loss of ‘haversacks’ containing vital plans and the like. From the air
power perspective, General Wavell’s own commentary sets the scene for the development of intelligence gathering, deception
operations and air warfare of later generations:

‘All these devices to mislead the enemy would have been of much less avail had not the new squadrons and more modern
machines received from home enabled our Air Force in the late autumn to wrest from the enemy the command of the air
which he had enjoyed for so long in the theatre. After a few trials of strength had convinced the German aviators of the
superior speed and performance of the Bristol Fighters, they came over only at a very respectful height, and by the
beginning of the operations had been almost driven out of the skies.’9

Wavell went on to say in respect of a later offensive:
‘But it was above all the dominance secured by our Air Force that enabled the concentration to be concealed. So
complete was the mastery it had obtained in the air by hard fighting that by September a hostile aeroplane rarely crossed
our lines at all.’10

This brief introduction has set the scene from a historical perspective taking the First World War as something of a watershed in
the parallel, but connected, developments of the formalisation of the intelligence processes,11 the resurrection of deception
operations and the advent of air power. The article will go on to look more closely at the acquisition and absorption of intelligence
material and then the formulation of deception operations. The paper will then examine practical aspects of planning, commanding
and controlling the process. The importance of air power – or more correctly in the   21st Century – aerospace power will be
seen to run as a common theme throughout the discussion.

INTELLIGENCE
The simplicity of a single word sub-heading belies the complexity of the morass of conflicting definitions as to what intelligence
is, how it is gathered and what use can be made of it (not least where some material is so highly classified that few can read it
and even fewer refer to it in planning). The Concise Oxford Dictionary defines intelligence, inter alia, as being ‘information, news
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especially of military value’. Academic sources immediately refine these terms with information being the material – both
secret and open – that is gathered, arrives unbidden, or is merely there in the mass of ‘stuff’ that can be tapped from a
wide variety of sources. The raft of open source academic material, media articles and the advent of the Internet have

expanded the potential gold mine in which the nugget hunter can search. This vast array of information can be termed ‘source
material’ or the raw material of intelligence’.12 Material from the range of sources only becomes intelligence after it has been
consciously sifted for relevance, accuracy, consistency, timeliness and value. This variety of sources can be problematical
because human nature is such that secret information that is available to an exclusive few can appear to be of more importance
than what is open to all – especially when the relative quantities are taken into consideration by harassed staff with limited
capacity and time available. Irrespective of the sources chosen, the actual selection of specific material by the intelligence
analysts therefore vests it with its own special endorsement. The classification of the whole, and its subsequent use and
distribution, will be based in part on the highest level of source protection needed (ULTRA in the Second World War as a classic
example), and also on the value inferred by its selection and by staff comment that is added. The fact that this intelligence (i.e.
sifted source material) may often form the basis for the formulation of government policy, high level military planning or merely
simple tactical action emphasises the potential importance of the process itself even though the original material may have all
been open source.
The potential deception operations planner (or deceiver in simple garb) must therefore have an accurate appreciation of how his
target receives source material; how it is prioritised (some analysts, for example, have an aversion to signals intelligence in
favour of human intelligence, many shun open sources); with what material it is cross-referred for consistency; and how the
analysis is distilled and distributed to planners and decision makers. The deceiver would also, ideally, wish to know the bias,
sympathies or persuasion of the members of the analytical team in order to assess any likely spin.13 It is obviously difficult to
make more than sweeping generalisations in this area, but diplomats, for example, tend somewhat naturally to eschew secret
reporting in favour of information gleaned through the normal diplomatic channels. Likewise, the military arm of the intelligence
community tends to favour technical means of acquiring raw material. The deceiver would also wish to know how the decision
makers and planners view the intelligence community of his target organisation (it need not be a state). British attempts to
deceive the Japanese in World War II failed, not because of a poorly thought out plan, but because the Japanese senior military
leadership held their intelligence system in such low esteem that the advice based on the deception was simply ignored – along
with the rest of their product.14 A more common trait, especially (but not exclusively) among less democratic regimes, is for the
senior leadership to ignore any advice, analysis or assessment that does not accord with their prejudices or pre-conceived
notions. Hitler’s unwillingness to listen to possibly contradictory advice is well documented; indeed his conviction that the Allied
landings would take place in the Pas de Calais area contributed considerably to the success of Operation Fortitude – contrary
to the thinking of close associates such as Speer.15 This can be exacerbated by ideological preconceptions. Wegner makes this
point in respect of German attitudes to Soviet Russia prior to Hitler’s decision in Summer 1940 to invade Russia. 
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Sparse intelligence material allied with the misconception that
Russia was a ‘tottering giant’ unable to ‘shake off the yoke of the
Jew’ inevitably resulted in erroneous assessments of the likely
resistance.16 This inability to view a problem through the eyes of enemy
will almost certainly make a bad situation worse by clouding issues with
one’s own perceptions. American tendencies to apply their own national
value sets to Vietnam resulted in many examples of poorly applied
targeting.17

An intelligence process cluttered by prejudice (ideological and possibly
racial or religious), stubbornness, and bigotry is doomed to a
problematic future – at best. It also offers the deceiver considerable
room to manoeuvre, provided – and this is a huge caveat – that his own
intelligence apparatus is sufficiently capable, and has enough resolution,
to be able to identify the strengths and weaknesses of the enemy
system. This becomes absolutely vital when the deceiver is building his
deception plan with its essential feedback loops covering target reaction
to the bait. The Allies’ ability to monitor German traffic through the
ULTRA decrypts was an important factor in following the deception
process during Operation Fortitude. It is, however, important to stress
that extremely high-grade material such as that available through ULTRA
– or in the modern context, satellite imagery – must not be allowed to
cloud the judgements of the analysts or the deceivers. At the end of the
day, the deception plan works through its impact on the minds of the
enemy analysts, planners and decision makers.

DECEPTION
Again at the simplest level, the Concise Oxford Dictionary defines the act of deceiving as the process of making someone
believe what is false, by misleading purposefully; deceit is a dishonest trick or stratagem. In a more contextual format, Handel
defines deception as a ‘purposeful attempt by the deceiver to manipulate the target’s decision makers in order to gain a
competitive advantage’.18 At first sight, it must appear somewhat obvious that deception has considerable potential as a force
multiplier. Furthermore, if care is given not to over-invest men and materiel in the process as suggested by Clausewitz (note 5
refers), it is almost cost free. As intimated earlier, however, the very dishonesty of the process has not been without its critics.
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The realities of campaigns, however, where assets are at premium encourage the leader to join cunning and daring. In one
of his few significant references to deception, Clausewitz goes on to say:

‘However, the weaker the forces that are at the disposal of the supreme commander, the more appealing the use of
cunning becomes… The bleaker the situation, with everything concentrating on a single desperate attempt, the more readily
cunning is joined to daring.’ 19

It could very easily be argued that the mind set prevalent in the United Kingdom during the Second World War was such that
the would be deceiver stood a very reasonable chance of his plans being utilised in either the desert campaign or Overlord. The
awareness that the British (and Commonwealth) army was effectively a single shot weapon must have concentrated
Montgomery’s mind. The same must also have been true in the lead up to the Gulf War where the limitations on men and
materiel were hugely compounded by the fragility of the coalition.
Whilst Clausewitz does not wax lyrical on the subject of deception, his words still have some resonance even now. Warfare in
the 21st Century has matured to the point where limits in assets available coupled with aversion to casualties – whether they be
friend or foe – is such that deception must be an integral part of any campaign. The tenets of the manoeuvrist approach to
warfare, in which the aim is to shatter the enemy’s overall cohesion and will again make deception operations fundamental to
any campaign.20 Within this campaign it is axiomatic that the air power characteristics of reach, speed of response, ubiquity and
flexibility will, almost certainly, form a significant part of the plan as they are inherently manoeuvrist in nature. 21 Critics of air
power have long argued that its impermanence is a significant disadvantage. Modern warfare with a political reluctance for
long-term commitments is such that this reduced footprint has become a significant virtue – in its own right.22 Furthermore the

evident virtues of air power make it a superb tool in the hands of
the potential deception operations planner. The flexibility of
response, lack of footprint and speed of utilisation become hugely
flexible attributes, considerably increasing the range of available
options. The Joint Force Air Component Commander (JFACC) will
therefore be a major contributor to the deception elements of the
plan.
It could very easily be argued that the mind set
prevalent in the United Kingdom during the Second
World War was such that the would be deceiver stood
a very reasonable chance of his plans being utilised in
either the desert campaign or Overlord
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Deception planning can take a number of formats and the campaign planning team may decide to use one, or a
selection, of these options. Integral to this is a sound understanding of the enemy intelligence organisation and the
decision-making structure that it supports. The fault lines therein can then be exploited. In compiling the deception plan,
as an integral part of the whole enterprise (and not a later add-on), the campaign planners must decide what effect they wish
to have on their foe. The deception may be designed to divert enemy attention leading to misplaced effort on his behalf. The
prevention of concentration of forces to oppose the Normandy landings is a classic example of this at the operational level.
Similar strategems were used nightly by Bomber Command (and the USAAF VIIIth Air Force) in their raids on Germany with
diversionary tactics designed to lure night fighters away from main target areas.
The counter effect to this was again used in the Bomber Offensives by both sides. The effect desired is to dissipate the enemy
effort by the use of decoys. During the Luftwaffe night raids, Battle of Britain airfields were darkened and diversionary fires lit
some distance away. Similar tactics were used to deceive Bomber Command later in the War. The development of radar
brought with it a whole new range of deception measures including Window (Chaff) and active jamming.23 Modern extensions of
this include the sacrifice of cheap and easily replaceable unmanned air vehicles (UAVs) both to cause an enemy to expend
ready load surface to air missiles prior to a main raid, or to exhaust stocks; the evident risks in such ploys highlight the vital
interaction between intelligence staffs and deception planners. Likewise, luring an enemy into firing expensive precision
weaponry at decoys can be an extremely cost effective counter (as the coalition found to its cost during Allied Force). A level of
sophistication up from this is the use of a drone aircraft to alert an enemy air defence system thereby triggering radar emissions
that can be collected by the friendly electronic reconnaissance system. A further area of deception in this field would be to
cause an enemy to research and develop a counter to a fictional terror weapon. The efforts expended by the Allies to counter
the V Weapons (Operation Crossbow) and the on-going United States anti-ballistic missile ventures illustrate the potential in this
field. While it may be argued that a ‘spoof’ on this scale would be hard to perpetrate, particularly in western democracies, the
realities of the American so-called black programmes coupled with the voracious appetite of the media for such material, leave

it a real possibility. The potential to overstretch a whole enemy
Research and Development programme, and even their
economic well-being, at the strategic level is considerable.

While it may be argued that a ‘spoof’ would be hard
to perpetrate, particularly in western democracies, the
realities of the American so-called black programmes
coupled with the voracious appetite of the media for
such material, leave it a real possibility…
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The third effect that deception operations can achieve is complementary to the laws of war and that is to achieve surprise.
This requires friendly strength, capability and, most importantly, intentions to be masked. The use of high speed, low level
aircraft is an immediate method by which this could be achieved, especially if done in radio (and electronic emissions) silence.

These missions allied with cruise missile attacks against high value targets with little or no notice would be a useful combination in
a campaign plan designed around a manoeuvrist approach – shattering will and cohesion. An extension to this would be the use of
an unpredictable asymmetric approach in which the nature, or extreme violence of the attack, achieved overwhelming surprise.
This can obviously be played by both sides. Concerns over future warfare are often centred on the potential of such attacks,
almost irrespective of their likelihood.24

As indicated above, the deception operations planning staff, still in concert with the intelligence staffs and the operational team,
must attempt to envisage potential options through the eyes of the enemy. Having determined the effect to be achieved, the

planners can look at the specific areas to analyse how this effect can be achieved. The first of
these is strength of friendly forces. This can either be exaggerated or concealed.25 Human nature is
such that decision makers and planners prefer to deal with quantifiable issues; they are happier
with numbers of men, divisions, tanks, aircraft and ships. This is evident in planning terms where
arcane symbology creeps over terrain maps with little regard for capability. It is equally identifiable
in the aftermath of an engagement where success is measured in terms of body bags or tanks
plinked with little allowance for the overall effect achieved. There is therefore considerable scope
for the deceiver to influence significantly enemy perceptions over strength. The size of friendly units
can, for example, be exaggerated by generating extra radio or signals traffic or concealed by the
imposition of radio silence. Aerial or satellite reconnaissance can be allowed over some areas, or
actively prevented over others.26 Decoys and camouflage are again equally useful.
The deceiver may also seek to dupe his foe as to the capability of his forces, and again this can be
via exaggeration or concealment. The American efforts to preserve the secrecy of stealth
technology, to the extent with the B2 of only operating from Continental US is indicative of the
lengths to which some forces may have to go. At first sight, this may seem merely to be a normal
question of security; rather it highlights the intrinsic nature of deception operations to all military
activity. Capability can be masked through the use of so-called black programmes, or through care
in what is released into the public domain. Again this encompasses normal security procedures,
but the effect on a putative enemy can be enhanced by concealing a specific characteristic that
may have strategic or manoeuvrist impact. The 617 Squadron dams raid is an example of this
potential.

The American efforts to
preserve the secrecy of
stealth technology, to
the extent with the B2
of only operating from
Continental US is
indicative of the lengths
to which some forces
may have to go
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Capability is also relevant at the next level up in that the deceiver
may seek either to mask, or exaggerate, just what his formations
are capable of achieving. Morale, training, rehearsal, equipment,
tactics and all arms co-ordination are all factors that can be
considered under this heading. Again, what may appear to be
obvious, especially in terms of concealment, merely serves to
highlight how much this thinking should be second nature and therefore
part of every campaign plan. The synergy that may result from well
conducted joint and combined operations, or the scope for an utter
shambles, are areas that could be exploited.
The next opportunity for deception operations is arguably the most
contentious as it encompasses the most risky and yet potentially the most
rewarding. This covers the area of intentions and can range from
relatively simple matters such as the timing of an attack, the axis of
advance through the likely targets, the effects sought and so forth. At the
end of the spectrum, there is scope for the achievement of strategic effect
with coercion of the enemy without recourse to combat. The concept of using air power as an instrument of coercion is
immediately attractive in its simplicity; the flexibility, reach and versatility of air delivered weapons offer the policy maker a universal
remedy – the ultimate panacea. A massive air presence with evident air supremacy, ample precision weaponry and the scope for
an overwhelming bombardment illustrate the immediate potential in this arena.
The literature on the theory of coercion is extensive and it is beyond the scope of this article to do more than touch on key
tenets and highlight the ferocity of the debate. It is, however, worth emphasising that in campaign planning terms, there is
considerable overlap between coercion and deception. Yet there is also an evident demarcation between the two. What is
important is that both deal with behaviour, perceptions and psychology. This requires a sophisticated interface with the
intelligence analysts and must be part of the whole campaign plan.
The Concise Oxford Dictionary offers us the following definition of coercion: ‘to persuade or restrain (an unwilling person) by
force’. Yet Professor Freedman cites the Oxford English Dictionary, presumably with approval, as defining coercion as ‘the
application of force to control the action of a voluntary agent’.27 Freedman goes on to highlight the tension between control and
the voluntary status of the victim. This accords with the tension between the two definitions. The degree of willingness to
change of the object of our attentions is therefore at the heart of the debate. Inevitably, it is hard to measure, difficult to achieve
and therefore all the more desirable if strategic or operational goals are to be reached. It is axiomatic in this that willingness to
alter behaviour is heavily dependent on perceptions and psychology.

…Alexander George examined the theory of
coercive diplomacy with the latter in particular
concentrating on why the USAF bombing of North
Vietnam was not producing the expected results
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In the mid-60s, the work of Tom Schelling 28 and Alexander George 29 examined the theory of coercive diplomacy with the latter
in particular concentrating on why the USAF bombing of North Vietnam was not producing the expected results. These studies
have provided the cornerstone of work in the field. This has been followed more recently by Professor Freedman’s collection of
cases 30 as well as relevant papers by, inter alia, Professor Mike Clarke 31 (co-panellist) and Group Captain Andrew Lambert.32

Also of immediate interest is Robert A Pape’s treatise entitled Bombing to Win – Air Power and Coercion in War;33 this work is
sufficiently controversial to have been considered worthy of formal challenge in a volume shortly to be published by Cass.
Pape’s central conclusions are, nevertheless, worthy of note. He contends that the use of air power as a means of punishment
does not work at a conventional level because modern nation states have high pain thresholds.34 This has been shown to be
true during the Second World War, in Vietnam, Iraq and most recently in Serbia.35 Furthermore Pape suggests that air power will
not succeed as a means of decapitation even in the narrow sense of severing strategic command and control. Rather he
postulates that the desired end result is best achieved by attacking – or denying use of – enemy fielded forces and operational
level command and control.36

This provides a relatively straightforward military approach to a military problem. If the enemy is denied the use of his means of
waging war, he will inevitably be required to amend his behaviour – either by surrender, negotiation or resort to asymmetric means.
Coercive use of military force on the other hand, which is more in concert with the tenets of manoeuvre warfare, requires either a
tacit agreement between the two sides or at least some form of psychological pressure. To this end, the use of military force
whether it be nuclear or conventional, air power, maritime or land are towards one of the spectrum that starts with routine
diplomacy. Implicit within this is that the bigger the stick that a given nation, or collection thereof, wields the more convincing its
posture becomes as the scenario degenerates into coercive diplomacy and thence into the use of force.  But as James Gow
points out in the context of Bosnia, although air power as a coercive tool may well be the ‘most forceful and penetrating means of
coercion’ it does require an overall coherence of approach at all levels.37

Exposure to this debate is critically important for the campaign planners whether they be would-be deceivers, coercers,
intelligence analysts or operational planners. Although not specifically mentioned hitherto, it is equally vital that the information
operations planners and the media operations team are either part of the whole, or at the very least, the key personnel in all
areas have sight of the whole. Furthermore, the scope for manipulating the media as unwitting tools in deception operations
has long gone with the range of conflict, the level of analysis prevalent in the research teams and the relatively low level of
‘national interest’ involved. If the Joint Task Force Commander permits parallel activity, the result will, in the horrid but sadly
appropriate modern jargon, be anti-synergistic.

If the enemy is denied the use of his means of waging war, he will inevitably be required to amend his
behaviour – either by surrender, negotiation or resort to asymmetric means78



COUNTERING DECEPTION
At face value, the immediate counter to deception is to be aware of the scope for such action. At the heart of matter is an
understanding of the enemy or target psychology and mind set. The ability to see things from the enemy perspective is
paramount. This can be particularly difficult if one is not aware, either in peace or the asymmetric situation, that a given group,
organisation or state is a potential deceiver.
From an organisational perspective, the intelligence and operational planning community, up to and including the most senior
decision makers and, where appropriate the interface between them and the political level, must be aware of its own fault lines.
This can best be achieved through audit and red/blue war-gaming. More importantly, the culture of the organisation must
encourage an active willingness to challenge orthodoxy, to seek ‘out of the box’ ideas and to challenge vested interests – in
essence to speak bluntly where it is least welcome. This culture of analysis, challenge and free thought may then have the
flexibility to spot, for example, where an intelligence picture is almost too perfect, or fits together too well.38

Deception can also be countered by improving friendly knowledge of enemy strength, capabilities and where possible,
intentions – Wellington’s opening words for this article bear repetition: ‘endeavour to find out what you don’t know from what
you do; that is what I called guessing at what was at the other side of the hill’. Wavell’s early experience of air power is even
more apposite today with sophisticated satellite and aerial reconnaissance, AWACS, JSTARS, Astor and equivalent platforms.
The increase in the scope for network centric warfare increases the potential for information to be shared across the

battlespace thereby reducing the possibility of deception.39

Closely allied to countering deception is the possibility of failure. This
can occur where the enemy fails to spot the bait that has been
offered to him. The resolution of his gathering system may not be
adequate or what may appear blindingly obvious to the deceiver has
no visibility at all to the target. The bait may be spotted but deemed
to be below threshold levels and ignored. Alternatively the enemy may
avoid the potential ruse through identification of it as such. This can
be potentially damaging as it could be turned to his advantage.  There
is also considerable danger in the enemy reacting to one element of

Wavell’s early experience of air power is even more apposite
today with sophisticated satellite and aerial reconnaissance,
AWACS, JSTARS, Astor and equivalent platforms
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